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DARK WEB - NEW TRANSNATIONAL SECURITY THREAT

Abstract

In latest years, the Dark web has converted to one of the most debated themes in
cyber security circles. Recent academic analyses and media articles tend to focus how
the anonymous nature of the Darknet is used to enable criminal activities. This article
analyses and underlines the major roles played by the Dark Web as a market; as a
communication platform; as an enabler of cybercrime; as an enabler of anonymous fi-
nancial transactions and as a proxy to a surface web. Precisely, it draw attention to the
‘black market’ of the Internet—the dark web that represents such a hidden space, being
the largest deployed anonymity network. This success is supported by numerous fea-
tures that are imbedded in the high-tech structure of the Dark web, for instance, se-
crecy, anonymity and the usage of cryptocurrencies. The distinctive environment of
Dark Net markets as extremely anonymous and secretive, as well as reliable, makes
them an ultimate test case for the unrestrained online marketplace.

Keywords: DARK WEB, CYBER SECURITY, SECURITY THREAT, ILLEGAL
ACTIVITIES, ILLEGAL SERVICES

Introduction

The digital universe is huge, and the internet and World Wide Web
(WWW) are much bigger than what we see through our regular browsing. The
internet and its users are rapidly growing due to emerging applications of in-
formation technology (IT), and it is expected to continue to grow. However, the
rapid growth of internet has left it susceptible to misuse and abuse which be-
comes significant threat and challenge in cyberspace around the globe (Oz-
kaya, Islam, 2019).

Internet and network technologies have evolved dramatically in the last
two decades, with rising users’ demands to preserve their identities and pri-
vacy. Researchers have developed approaches to achieve users’ demands,
where the biggest part of the internet has formed, the Deep Web. However, as
the Deep Web provides the resort for many benign users who desire to pre-
serve their privacy, it also became the perfect floor for hosting illicit activities,
which generated the Dark Web (AlKhatib, Basheer, 2018).

The so-called Dark Web has been in the focus of the media in recent
years, regularly in a negative context. With the takedown of the ‘Silk Road’
website in October 2013 by the FBI, the Dark Web entered the awareness of
large parts of the population. In February 2015, the FBI took the infamous Dark
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Web site ‘Playpen’ offline, which hosted more than 23,000 child pornographic
images and videos and had more than 215,000 users (Koch, 2019).

As part of the preparation for the terrorist attacks in Paris in November
2015, the communication was anonymized by using the software Tor; while the
weapon used in the shooting rampage in Munich in July 2016 was also ac-
quired over the Dark Web. Beside drugs, weapons, and child pornography,
every kind of information is sold via marketplaces on the Dark Web: from
credit cards to sensitive information captured during data leaks or hacking at-
tacks. The latter can pose new challenges for the armed forces (Koch, 2019).

Terminology

Quite often, the terms Darknet, Deep Web and Dark Web are improp-
erly mixed or used interchangeably. Due to insufficient separation and misuse
of terms, data and evaluations can be incorrectly assigned and falsify the actual
situation.

Deep Web. The Deep Web “refers to any Internet information or data
that is inaccessible by a search engine and includes all websites, intranets, net-
works and online communities that are intentionally and/or unintentionally
hidden, invisible or unreachable to search engine crawlers” (Janssen 2018). The
term, Deep Web, “relates to deep sea/ocean environments that are virtually
invisible and inaccessible” (Janssen 2018). These hidden parts of the internet
are known as the Deep Web. The Deep Web is approximately 400-500 times
more massive than the Surface Web. (Wilson Centre, 2015). Therefore, the Deep
Web “contains data that is dynamically produced by an application, unlinked
or standalone Web pages/websites, non-HTML content and data that is pri-
vately held and classified as confidential. Some estimate the size of the Deep
Web as many times greater than the visible or Surface Web” (Janssen 2018).

Darknet. From a technical and historical point of view, the term “Dark-
net’ is used to describe the part of the IP address space which is routable, but
not in use. This must be differentiated from addresses, which should not be
routed by definition. One of the early uses of the term with regard to digital
content can be found in an article about content protection. It described Dark-
nets as a ‘collection of networks and technologies used to share digital content’
(Biddle at al, 2002). Nowadays, the term is mainly used for overlay networks
providing anonymous network connectivity and services. An overlay network
is a layer of virtual network topology on top of the physical layer, which di-
rectly interfaces with users (Zhang 2003). Tor is an example of an overlay net-
work, and the biggest and most widely used anonymisation network; but there
are numerous others, such as I2P, Freenet or ZeroNet. It is important to recog-
nize that the term Darknet originally refers to the network itself, and therefore
the technical base like the protocol and devices; but not the content which may
be transported through the network, or can be found on its respective servers
(Koch, 2019).
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The Dark Web refers to the websites which are hosted within overlay
networks, and are normally not accessible without special software like the Tor
Browser. Nowadays, usage of the Tor network is easy and straightforward: the
Tor Browser is a complete bundle ready to use without installation by provid-
ing a fully configured Firefox Browser. As in the case of the Deep Web, search
engine crawlers are not able to index the websites of the Dark Web. But in con-
trast to it, its most important feature is that the users of a service stay anony-
mous — neither a provider of a website can identify the visitors, nor can a visi-
tor identify the service provider. Given this, the respective services are also cal-
led “hidden services’; more recently, ‘onion services’ (Koch, 2019).

The deepest layers of the Deep Web, a segment known as the Dark Net,
contains con-tent that has been intentionally concealed including illegal and
anti-social information. The Dark Net can be defined as the portion of the Deep
Web that can only be accessed through specialized browsers (like the Tor
browser). A recent study found that 57% of the Dark Net is occupied by illegal
content like pornography, illicit finances, drug hubs, weapons traffick-ing,
counterfeit currency, terrorist communication, and much more (Moore, Rid,
2016).

Illicit activities and services

The Dark Web has been cited as facilitating a wide variety of crimes. Illi-
cit goods such as drugs, weapons, exotic animals, and stolen goods and infor-
mation are all sold for profit. There are gambling sites, thieves and assassins
for hire, and troves of child pornography (Chertoff, Simon, 2015). Data on the
prevalence of these Dark Web sites, however, are lacking. Tor estimates that
only about 1.5% of Tor users visit hidden services/Dark Web pages (Tor Project
Blog, 2015).

Illicit online markets, both on the surface web and on the dark web,
provide criminal vendors the opportunity to purvey all manner of illicit com-
modities, with those of a more serious nature typically found deeper, in the
dark web. Many of these illicit goods and services, such as cybercrime toolkits
or fake documents, are enablers for further criminality (EUROPOL, 2018).

Cybercriminals can victimize individuals and organizations alike, and
they can do so without regard for borders. How criminals exploit borders is a
perennial challenge for law enforcement, particularly as the concept of borders
and boundaries has evolved (Finklea, 2017).

Such activities are drugs trading, weapons trading, child abuse, trading
sensitive information, malwares and spywares, sharing Software Exploits in-
formation that hacktivists discover in computer systems, or renting a Botnet,
which is a full-equipped network connected to the internet that hackers can
operate to perform a wide range security breach. In addition to trading docu-
ments, fake IDs, stolen credit cards, patients’” medical records, and any other
Personally Identifiable Information (PII). It also includes financial fraudulence,
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publicizing criminal ideologies, even employing hitmen, and a lot more. Dark
Web Hidden Service stake place in the Dark Web as well, they are special ser-
vices that host the security breach activities, and work as the hosting environ-
ment for malwares (Hawkins, 2016).

Broad Role Specific Cases Description
All ranges of drugs from marijuana
Illicit drugs traded on mar- | to cocaine are being sold on eBay-like
kets platforms, e.g. Silk Road 3.0. (Tza-
netakis, 2018).
Exploits targeting a wide range of
Malware and exploits — systems — from specific low-
zero-day + known popularity software to prevalent op-
vulnerabilities erating system bugs, e.g. WannaCry
traded on markets Ransomware, Eternal Blue exploit.
As a Market (Armin et al., 2015).
s aiarke . . . Stolen credit card info, medical pro-
Credit card, identities, il Ilv identifvine inf
breached data made traded ries, persona fy 19enti-ying m orma
N tion (PII) allowing identify theft.
on markets (Denic, 2017)
Child Abuse media made Child sex'ual abuse images and vid-
. eos, available for sale. E.g. on the
available on markets or be- . .
. now-defunct Playpen12. (Kirkpatrick,
ing sold separately
2017).
Guns for sale, especially in countries
Weapons traded on markets where banned (Rhumorbarbe et al.,
2018).
Broad Role Specific Cases Description
Sharing ideas, knowledge, propa-
ganda, recruitment, and training.
. . Used by hackers, terrorists, jour-
Forums for discussion i .
nalists, citizens concerned about
sensitive topics. (Sapienza et al.,
As a Communi- 2018).
cation platform Instant Messaging/Chat facilitated
by Tor, e.g. TorChat13, or end-to-
Chat for real-time com- end encrypted cha}t software, e.g.
.. Telegram14 and Signall5, known
munication R . .
to be in use for private communi-
cation in real-time. (Maddox et al.,
2016).
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Description
DDoS and Ransomware is available
for use as a service and hosted as
Tor Hidden Services (Huang et al.,
2017).
Botnets are being controlled by C2
services hosted as Tor Hidden Ser-

Broad Role Specific Cases

Malware-as-a-Service
business model for
criminal services

Command-and-Control

As an enabler of
(C2) servers deployed as

Cybercrime
hidden services vices. (Owen and Savage, 2016).
Terrorism Operations Recruitment, training, radicalisation,
. . planning, fundraising for known
conducted in conjunc- A R 1SIL
tion with other roles terrorist organisations, e.g.
(Broadhurst, 2017).
Broad Role Specific Cases Description

Generating leads on the type of
attacks that may be imminent

As a source of Scanning Forums &

Threat Intelli- Marke.tplac.es for based on exploits being sold and
gence threat intelligence discussed. (Robertson et al., 2017).
Broad Role Specific Cases Description

Using Bitcoin over Tor Added layer of anonymity and

As an enabler of for anonymity precaution (DiPiero, 2017).
anonymous ; T ;
. . Money Laundering of Specific services to launder
Financial Transac- Lo, R .
tons cryptocurrencies via money, e.g. via bitcoin conversion
tumbling services (Dalins et al., 2017).
Broad Role Specific Cases Description
Civilians engaging in ethical behav-
Avoid censorship by iour while protecting privacy, e.g.
circumventing blocks bypassing China’s firewall (Cher-
As a Proxy .
toff and Simon, 2015).
to the Surface Protection from perse- | Journalists writing about sensitive
Web cution by local authori- topics pertaining to a country
ties due to browsing which is known for an oppressive
anonymity regime. (Moore and Rid, 2016).

According to the European Monitoring Centre for Drugs and Drug Ad-
diction (EMCDDA, 2018) and Europol, Germany, the Netherlands and the
United Kingdom were the most important countries with regards to the EU-ba-
sed Darknet drug supply, in terms of sales revenue and volumes. Other re-
search indicates that vendors of certain drugs commodities, such as cannabis
and cocaine, are primarily located in a small number of highly active consumer
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countries. This further suggests that most Darknet market vendors are ‘local’
retailers serving the ‘last mile’ for drug trafficking routes (Dittus, at al, 2018).
This is supported by other research that Darknet markets are mostly used for
mid or low-volume market sales or sales directly to consumers. Large-volume
sales (wholesale) on Darknet markets are relatively uncommon (Europol, 2018).

However, since the commerce of illicit goods is one of the most pre-
dominant activities taking place in the Deep Web, it has become essential in the
context of high anonymity, to be able to guarantee trust and reputation among
sellers and buyers without having to rely on an external authority like a bank-
ing institution as in electronic commerce. We are foreseeing the rise of new,
completely decentralized marketplaces that rely on the blockchain technology
that Bitcoins and other cryptocurrencies already exploit for transport and stor-
age. As such, the technology will be used to implement full-blown market-
places without a single point of failure and that rely on particular aspects of ga-
me theory to guarantee safe transactions, escrow mechanisms, and trust bet-
ween actors who may be shady in nature to begin with (Ciancaglini at al, 2015).

Terrorist use of online platforms

Terrorists have been active on various online platforms since the late
1990s (Weimann, 2016). The Surface Web, however, was revealed to be too
risky for anonymity-seeking terrorists: they could be monitored, traced and
found. Many of the terrorist websites and social media on the Surface Web are
monitored by counter-terrorism agencies and are often shut down or hacked.
In contrast, on the Dark Net, decentralized and anonymous net-works aid in
evading arrest and the closure of these terrorist platforms. “ISIS’s activities on
the Surface Web are now being monitored closely, and the decision by a num-
ber of governments to take down or filter extremist content has forced the ji-
hadists to look for new online safe havens,” (Berton, 2015).

This has led to their migration to the dark web and made their conduct
even more resilient to being disrupted (Denic, 2017). Supporters can now freely
express their opinions anonymously; the groups are less likely to be victims of
hacktivists/vigilantes who try to shut down terrorism-related websites, and
their operations can continue to be funded via virtual currencies. Further to
that, the dark web serves as a potential recruitment centre and training ground
for newly formed groups or ‘lone-wolf” terrorists. The latter has been attributed
to a significant amount of terrorist activity around the globe and their identifi-
cation on the dark web forums via natural language processing is an ongoing
effort (Brynielsson et al, 2013).

Following the attacks in Paris in November 2015, ISIS has turned to the
Dark Net to spread news and propaganda in an apparent attempt to protect
the identities of the group’s supporters and safeguard its content from hacktiv-
ists. The move comes after hundreds of websites associated with ISIS were ta-
ken down as part of the Operation Paris (OpParis) campaign launched by the
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amorphous hacker collective Anonymous. ISIS’s media outlet, Al-Hayat Media
Center, posted a link and explanations on how to get to their new Dark Net site
on a forum associated with ISIS (Weimann, 2017).

In April 2018 a report, entitled “Terror in the Dark”, summarizes the fin-
dings of a study, revealing the growing use of the Dark Net by terrorist groups
(Malik, 2018). The findings illustrate how terrorists and extremists are creating
growing numbers of safe havens on the Dark Net to plot future attacks, raise
funds and recruit new followers. This report highlights the following uses of
the Dark Net for terrorist purposes:

1. Terrorists use the Dark Net to hide: The monitoring of the surface web
by social media companies and security officials has resulted in a faster rate of
removal of extremist content from social media platforms. Correlated with this
is an increased use by terrorist networks of the Dark Net for communication,
radicalization and planning attacks.

2. Terrorists use the Dark Net for recruitment: While initial contact can
be made on surface web platforms, further instructions are often given on end-
to-end encryption apps, such as Telegram, on how to access jihadist websites
on the Dark Net.

3. Terrorists use the Dark Net as a reservoir of propaganda: The removal
of extremist and terrorist content from the surface web increases the risk that
material of terrorist organizations may be lost. Much of this material later re-
surfaces on the Dark Net.

4. Terrorists use virtual currencies to evade detection and to fundraise:
Terrorists, like criminals, use cryptocurrency, because it provides the same
form of anonymity in the financial setting as encryption does for communica-
tion systems (Weimann, 2016).

Whereas the Dark Web is most well-known for hosting illicit economic
trade, it has become clear that the Dark Web also holds some very serious na-
tional security implications that will affect most nations throughout the globe.
The proliferation of cyber and kinetic weapons, the facilitation of terrorism, in-
telligence gathering, extortion, malicious services-for-hire a all of these illicit
activities are occurring on the Dark Web, and the evidence put forth in this pa-
per suggests that these activities may occur at increasing rates in the coming
future (Rivera, Archy, 2019).

Conclusion

The Dark Web presents a serious security risk and clandenstine net-
works become a way to attain freedom in the Internet; while from another
point of view these networks are nothing more than new channels to make
their criminogenic desires explicit.

Findings from this paper would help to the progress of security tech-
nologies and practices to better manage some of the more unique characteris-
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tics of the Darknet identified above. The Dark Web is not, eventually, a society
where crime is the model or pattern. In fact, it is a technological platform that is
used by different individuals for a variety of purposes.
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